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1. Creating New Users with MobilePASS credential

Login to CitiDirect BE Portal and link to the client definition of users to entitle. 

Click on Self Service then click on Users & Entitlements.
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Click on Users & Entitlements followed by Users and click on Create.

Update the Create User screen with User information.
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In Create User screen, upon entering all mandatory data in “1 – User Information” section, 
scroll down to “2 – Credentials” and click on “Add Credentials”.  In field Telephone please 
provide user mobile phone number. Mobile phone number and Email address must be uniqe 
for each user and can not be used by other users.

Choose credential type “MobilePASS – Host 9” and Click on Select 
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* Please note that if a User is only being setup for MobilePASS, no other option should be selected in
“2 – Credentials” field.  If for example another option is chosen (Challenge/Response - Host 9), MobilePASS 
will not be available in “Select Credential Type” window; you will need to remove the other credential if 
available, by clicking on the X button next to the credential ID field.)
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To add another credential type, User has to activate MobilePASS and login to CitiDirect - after 
that another credential type for example Challenge/Response - Host 9 can be added.



Upon choosing credential type, select entitlements from “3 – User Entitlement Association” screen.

Once entitlements are chosen, scroll down to the bottom of the page and click on Submit.

6



Upon submitting the new User request, another Security Manager will have to perform the checker 
process to fully process the new User request, by going to Users & Entitlements -> Authorize.

Click on Users & Entitlements followed by Users and click on Authorize.
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To complete User creation, the second Security Manager chooses User to authorize and clicks 
on Authorize button. This will result in a Confirmation screen informing Security Manager that 
the User is authorized.

8



2. Enabling Existing Users for MobilePASS

In Users & Entitlements screen, Click on Users followed by Clicking on All Users.
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Choose User and scroll down to “2 – Credentials” section and click Add Credentials.

Choose Credential Type requested by User from screen (MobilePass -  Host 9) and click on 
Select. The process will require Authorization by another Security Manager.
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3.Re-Activating MobilePASS for End-Users

Navigate to All Users screen as done so in Credential enablement and scroll down to “2 
– Credentials” section.  Under Credential Type MobilePASS, scroll to the right and click
on “Action” dropdown arrow.  From dropdown, choose Reactivate MobilePass.
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